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- Vision One: YA/ N\N—tF+1UF1DM=FINITS5YNITA—LA

BERZ ~OERE v ND— R4 e

S e —— ]| ACHMUES were gelecleu on | RnE | ams
er remote tem on the ne )
. I Command and Control (C&C) activities were detected from 172.16.0.202 ~ to 104.119.247.208 ~ 104.80.175.22 ~ 117.18.237.20 ~ 13.107.21.200 ~ 13.107.246.10 ~ 184.27.173.220 ~ 192.220.232.240 ~ 20.44.239.154 ~ 40.119.211.203 ~ 44.241.207.113 ~

I Lateral movement activities were detected rom 172.16.0.201 ~ 172.16.0.5 ~ 172.16.1.890 ~ 1721632 ~ to 172.16.0.202 ~ 172.16.03 ~ 1721606 ~ 172.16.3.1 ~

86

mpact scope: Eoll12 &2 0

g 20200831 100115 2020-11-16 031356 g _
Created: 2020-11-16T03:15:387 ° TT Tﬂ T T A EH Transactions (All 47) | A 10Cs (All 3)

The arrow specifies the direction of data flow, from source to destination, with the arrowhead pointing to the destination Indicators of Compromise

Highlights

141B2190F51397DBDODFDEOE3904B264C91B6FB1FEBCE23F... [¥] ~

thod — —— i 1 . §F SHA-256: 141B2190F51397DBDODFDEOE3904B264C91B6
WMI Execute Me i | / \ & F81FEBC823FFOC33DAG80B69944

- Windows Management Risk level ® Medium

9]
) Internal Hosts External Servers &
Instrumentation

Attack pattern (1): Lateral Movement

. | | Rules triggered (2) [DDI-35]
(® 2020-11-16T02:45:14Z 4 L'. —— e A ) [¥]104.119.247.206———@ [DDDNA] Event Retroscan

edr-win10tm01 -..vice.weather microsoft.com

S \ | URL category:
A (suid) - S ~/ / \ File name: ADMINS\PSEXESVC.exe

‘e . mitre-win 10 -~ edr-win10tm01 - Internal host: edr-win10tm01 (172.16.0.201) ~
7 @ (interestedip) 172.16.0.202 \ (il ;
y { . | ctidl.windowsupdate.com edr-win10tm02 (172.16.0.202) ~
m (dst) 172.16.1.2 ™ 172.16.0.202 [3] edr-win10tm03.nakayoshi.corp (172.16.0.5) ~
; o ed 10tm03.naka edr-win10tm02 edr-win10tm04.nakayoshi.corp (172.16.0.6) ~
. P 117.18.237.20
* L] XDRWIN10-02 XDRWIN10-03 ?cspd\gicen . mitre-win10-1 (172.16.3.1) ~
XDRWIN10-01 : ' mitre-win10-2 (172.16.3.2) ~
P ible Credential D r- g Via C mitre-win10-2.nakayoshi.corp (172.16.0.3) ~
[£18.256.35.126————@ nakayoshi-dc (172.16.1.89) ~
oficl windomatpciato.com First seen: 20200831 10:01:15
Last seen: 2020-09-29 08:07:04

Technique: - OS Credential Dumping

(© 2020-11-16T03:08:33Z

[x]184.27.173.220———————@

. : A17C21B909C56D93D978014E63FBO6926EAEASET [+]
. - ...vice.weather.microsoft.com
(objectCmd) powershell -exec bypass -¢ "iex ...

172.16.0.202 [v]

&2 L] XDRWIN10-02

[¥]44.241.207.113

J71)L

(-

GEMERAL
@ https://fca?5-1 E B

I GENERAL
Copy to Clipboard oo O cenenaL ® suchos
@ xdr-atl-d- { Copy to Clipboard

; Copy to Clipboard

1 tyukReadMe. bt Copy to Clipboard Py P ADVANCED ANALYSIS A D

SEARCH Stiow Detafied Profile Detection. Investigation. Response.
Show Detailed Profile Check Execution Profile

R SEARCH
New search: match URL SEARCH
New search: match EmailMessagelD New search: match FileSHA1 Endpoint
New search: match EndpointlD . H Security
RESPOMNSE New search: match EmailSubije New search: match FileFullPath -
New search: match EndpointName

Cloud
Workioad
Security

RESPONSE RESPONSE
Add to Block List e sct Bk L

Collect File

Isolate Endpoint Delete Message
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